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What is EBSI

European Blockchain Services Infrastructure (EBSI)

2018

29 countries (all EU members states,
Norway and Liechtenstein)
and the EU Commission

&
European Blockchain Partnership (EBP) &




What is EBSI

EBP’s vision is to leverage
blockchain to create
cross-border services

for public administrations,
businesses, citizens and their
ecosystems to verify information
and make services trustworthy.




PAN EUROPEAN GOVERNMENTAL NETWORK

40 nodes in 23 Countries

Nodes per country:

Austria (1)
Belgium (2)
Bulgaria (2)
Croatia (1)
Cyprus (1)
Czechia (2)
Estonia (1)
Finland (1)
France (2)
Germany (3)
Greece (2)
Hungary (3)
Italy (2)

OFPSTPC A0

@ Lithuania (1)
Luxembourg (2)
Netherlands (4)
Norway (1)

w Poland (1)

¢ Romania (3)

@ Slovakia (2)

@ Slovenia (1)

€ Spain (2)

® Sweden (1)
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Three Dimensions

Verifiable Credentials, Track and Trace, Trusted Data Exchange

Technolog

Core Services: APIs, Smart Contracts, Ledger

Infrastructure

Pan-European Network of Nodes, Fully Decentralized




Infrastructure

BSI| Node Operators

EBP Endorcement
echnical Compliance
ecurity Certification
L/

egal Package

Monitoring and Alerting



Technology

VM Ledge
mart Contracts and APlIs

oftware Developmen

|/CD, Releases

rusted Registries

ecurity

Maintenance




Business

Actors: Trusted Accreditation
Organisation, Trusted Issuer, Verifier,

New use cases coming



Web1 vs Web2 vs Web3

Web 1.0

[ Username

[ Password

Web 2.0

' Sign in with Google (3

~

, Sign in with Facebook ﬁ

Sign in with Twitter W

~N

web3

[ connect wallet ]
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Web1 vs Web2 vs Web3

3
NC -

3

1990 - 2005 | 2006 - 2020 | 2020-Presentday |
Static read-only pages Information-centric and User-centric, decentralised,
interactive private and secure

03 Web 1.0 Web 3.0
The privacy-convenience tradeoff
Web 2.0

Read Read & Write Read, Write and Own

Privacy

User Experience



Six Environments - Up and Running
DEV, TEST, CONF, PILOT, PREPROD, PROD

Thi+ o T) Last 24 hours

88 SLA /Node Network P2P Latency (SLA2) ¥¢ <

Total instances Total validators Total NON validators Average latency for ALL checks Responding (%) Not responding (%)

34 23 98.5% 84.8

Validators <100ms / 95% Non Validators <100ms / 60%
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12:00 14:00 16:00 20:00 22:00 00:00 02:00 04:00 06:00 14:00 16:00 18:00 20:00 22:00 02:00 04:00 06:00 08:00 10:00

Validators <100ms / 95% Validators <100ms / 95% Non-Validators <100ms / 60% Non-Validators <100ms / 60%

Instance name » 7

ai029-0-ebsi-pilot-lux.digital.etat.lu aio17-0-ebsi-pilot-grc.os.grnetcloud.net
aio31-0-ebsi-pilot-svn.um.si ai022-0-ebsi-pilot-cyp.ebsi.dmrid.gov.cy
aio43-0-ebsi-pilot-tu.sis.It | aio24-0-ebsi-pilot-esp.correo.gob.es

98.12%

0,
9 9 . 3 9 /0 I aio44-0-ebsi-pilot-esp.fnmt.es aio25-0-ebsi-pilot-esp.rediris.es

Failed connections by destination host S Connection status (mean) (detailed)
Destination
aio72-0-ebsi-pilotux.list.lu . aio17-0-ebsi-pilot-grc.os.gr...
ai022-0-ebsi-pilot-cyp.ebsi.dmrid.gov.cy .| ai022-0-ebsi-pilot-cyp.ebsi....
aio16-0-ebsi-pilot-deu.regioit.de . ai024-0-ebsi-pilot-esp.corr...

aio70-0-ebsi-pilot-hrv.irb.hr . ai025-0-ebsi-pilot-esp.redir...




Node Operators in Pilot network

Acceptance of legal documents

Ongoing
- () In total: 13
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A network that will be production ready

Set up network governance operations

Build network l "
' Populate network

Technical Refinement

a0 wy
y’l Pilot network is Code Freeze Mid April [Tentative] End of May l £EBSI go Live &
operational Technically ready to ‘ Technically ready for operational
start onboarding production
nodes

EBSI NE support & contribution

*The related documentation actions are covered in parallel with the tracks -



What to expect from EBSI in 2023
This year highlights

Q1 Q2 Q3 Q4 2024
O O O O
New conformance test [Tentative] Launch of

services that cover all the he Production network LaUﬂChECéfStrS EDIC -
flows needed for SSI ecomes
actors managed by Europgan

(Issuer | Verifier | Holder | countries

Wallet | TAOs)

Early Adopters Wave 3: Growing adoption of VCs in the European education sector



Governance plan

ITIL processes toolchain

v Continuity Management
v IT Assets Management v Incident Management
v Problem Management v Problem Management
v Change Management v Continuity Management v Secure Configuration Management v Vulnerability Management
v Governance Management ' "GojenEnee v Senvice Level Management v Service Desk Management
v Service Level Management

v Knowledge Management Management

-——
-———— - -

v IT Assets Management
v Change Management

! Development = . '.‘ Operations
{ Monitoring & ; : Monitoring &
' analytics ! ' analytics

Continual Improvement

Incident & Problem Management
Governance Management
Knowledge Management
-------------- Service Desk Management

v Application Deployment Management
v Change Management

Ceontinual Improvement

IT Assets Management
Knowledge Management
Service Level Management

v Application Deployment Management v Change Management
v Change Management v Governance Management
v Release Management v Senice Level Management

RN




EBSI Experience Centre

A concept store that demonstrates EBSI capabilities

ebsi

EXPERIENCE CENTRE

=
The introduction to the game will be a video = \\ The experience will be open for registration to
shown in a movie theatre-like room, featuring \ |EH| ), EUIBA  officials, member state
a futuristic sphere that showcases difficulties in N /. Tepresentatives, and experts

verifying document authenticity, setting the

stage for the experience where visitors will =

assume the role of a citizen. / \\\ From March until October 2023, with the
A\ / inauguration of the spaces on the 16th of

The EBSI branded room will feature a game N/ March 2023.

inspired by "The Game of Life" and the success —

stories of the Diploma Use Case, where players =

follow the path of a European student 2 . ) .

o . ’ . / \\ Digit building situated at Belliardstraat 28 /
employes, or citizen using EBSI, demonstrating i\ ' Rue Belliard, 28, 1000 Brussels, in the rooms
how it can save months of administrative AN // 01/044 and 01/045
burden. N——rt

16

(" 4




EBSI Verifiable Credentials, the basic information sharing scenario

A new pattern for C2B and C2G information exchange

Verifiable Credentials enable a C2G and C2B Information sharing model

Issuer Holder Verifier
Issuance of RN Presentation of
| /
\ \
N |
Storage in
underpinned by a DIGITAL IDENTITY for Holders + Verify Issuer’s authenticity and
TRUST MODEL for Issuers of Verifiable Credentials accreditation status

Sebsi «—

Public Keys of Issuers
Register of Issuers

* List of revoked keys and Accreditations



Imagine now, tomorrow.
The citizen can control her own life learning journey with simpler and instantaneous interactions using her
wallet. Information becomes easy to verify and almost impossible to fake across the entire “education”

ecosystem in Europe

License to Employment Vocational

Student Erasmus PhD
practice trainings

Bachelor Master
Degree Degree Holidays break Programme

|
[u]a]a]
[s[a]a]
ooo
_y =5

®a /"\\
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University C University D Chamber of
Commerce

... and many
more....

Company University E (Short

Educational Institution B Municipality
course)

Educational Institution A

\ \ \ \ \ \ \ \ \

European Blockchain

Unique source of trust (over a decentralised platform), common data
formats, common protocols, unique user experiences across different
domains




¥4 eIDAS

What information do we store on the EBSI ledger?

Information about entities

Matching keys
and identifiers

DID registry

Identifiers (DIDs) and
keys (to verify) of:

Trusted issuers
AND Trusted

accreditation
organisations

PID/EAA Providers registry
Authentic Sources registry

Trusted Issuers

Registry

Verifiable Accreditations

- mandates to issue a
specific type of
credential

OR mandates to
accredit issuers

Relying parties
registry

Verifiers

Registry

Verifiable Accreditations

- mandate to verify a
type of credential

Technically ready, and
in EBSI roadmap

Information about credentials

Attestation
Schemas

Trusted

Revocation
capabilities

schema registry

A list of recognised
and trusted Verifiable
Credential types
(schema) — e.g.
European Learning
Model for Diplomas

Revocation

Points to where the
revocation information
is. Privacy preserving:

only contains
endpoints.

We never store personal data or any information about persons on the

blockchain




DEP Calls

Large Scale Pilots granted

EBSI-NE

Enhance EBSI nodes requirements

EBSI to become a Trust Anchor
(1ISO27001, etc.)

EBSI-VECTOR
Increase/enhance existing EBSI
capabilities

Revocation, Suspension, Mandates,
Consent, ZKP

TRACE4EU

DEP funded project on umbrella
traceability of data, documents, products
and materials

ONEPASS

Facilitate SME financing

DC4EU

Educational credentials, professional
qualifications and Social Security

Combining the best of identity and signature
provided by the elD, with the potential and
flexibility of verifiable credentials and the
increased privacy provided by the EBSI ledger

EWC

European Wallets Consortium



The ecosystem support team

EBSI Improvement Proposal (EBIP) onboarding framework

EBIP template Draft proposal Pull request Adoption

Live collaboration Issues
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Questions?




